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Security assessment of Dutattien software OSV P4 and P5
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In February 2018 an independent security assessment was started on the softwaeevtitastiotdlie upcoming Dutch
elections on March 21, 2018. The software is called OSV (Ondersteunende Software Verkiezingen) and made by G
companyVU Traffic TechnologiesI¥\G was hireddo so by the Electoral Council (Kiesraad).

Thisndepeulentresearch wamluntarngconducted by IT security researcher and ethical hacker SijmemRioskof
collaboration with investigative journalist Bart van de Berg from RhisMepat is the resulthait researchiThe
following IT securitypexts also collaborated with validating findimysvhere consulted

1. Election security specialists Rob Gonggrijp and Arjen Kamphuis.
2. Professor IT security Herbert Bos from VU University Amsterdam.
3. IndependeniT security researchers and ethical haek&shihkel and John de Kroon.

OSV should be able to withstaddanceattacks

The Electoral Council has expressed the ambitiba@&\/ote count softwastould be able to withstand advanced and
persistant attacks, such as foreign intelligganeiethat want to attack odemocracgnd manipulate votes.

Compromising OSV should not lead to be able to manipuldte sbtes: OSV must withstand all attacks by even the bes
hackers in the world.

Major notable events in last years electio

One year aga January 20XJSV was also independently researched for vulnerabilities by Sijmen Ruwhof and RTL Ne
That security research was published by RTL Digwis national Tv danuary 30, 2017. It proved that the Dutch elections
in Marct2017 could be easily hacked. That research raised a lot of media attention. Because of that, Dutch minister
of Internal Affairs mandatbat municipalities should manually totalize all vote totals on level of political party. OSV wa
allowedo be used foridanymore. This was a major improvement in making the election much more hacker proof.

Cyber security firm Fox IT was hired by the Electortd @oestigate OSV secuaitgt processes aroundiey released
their security regayn March 3, 2017 and confirmed all major findings that weregalisitlyd on January 30, 2FH0k
ITalso found more severe vulnerabitiities.

On December 15, 2017 the Electoral Council publisheda fefiow on theecurity improvememsdein OSV based on
Gpy ! J UThe Eletbrgl @auncil and municipaliiese that OS86ecure again to be used and trusted again in the
2018 election.

1Weblog of Sijmen Ruwthiafps://sijmen.ruwhof.nellinkedIn profiléitps:/linkedin.com/in/sruwhof

2See page 4 in the Fox IT report published on March 3, 2017:
https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporield22/rapport% CB%9Donderzaskenproces
rapportage%CB%9D/rapgoEB%9Donderzasikenprocesapportage%CB%9D. pdf

3 See website address in above footnote for the Fox IT report.
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Security assessment of Dutch election software OSV P4 and P

Scope of investigation

OSV program 4 and 5 (P4, P5) version 2.21.4 was in scope and ref@darsbeurity assessment. This is the official
version that will be used in the Dutch elections that will be held on Maréh@3\V2R4&nd P5 esponsible for
totalizinghe election outcome.

For this security assessment limited time waklevaiiégs means that not all security vulnerabilities could be identified in
OSV and processes around it. If morevéisawailable, (much) more security vulnerabilities could probably be identified.
is however believed that this security reseaschrgiugh insight into the security status of the OSV P4 and P5 and the
safety of thapcoming elections at this point.

Overview of security risks found in OSV

After completing the security review oP@&Wd P&nd the processes aroundisecurityulnerabilities were fouind
OS\and processes around it

Total findings Risk
1
9
25 Medium
9 Low
3 Very low
5 Remarks

Most important findings

1. Software decides who won the election and this output is fully tagsied
RTL News found out thatilectoral Council and municipalities silently trusted OSV output again and will use it
calculate who will win the upcoming elections on March ZIh2@&tewedrust in OSV was not validégdn
independent respectable cyber security firmedtbeaECouncil did not Hhex I'Bgainin 20180 check if all
majorsecurity riskgere properly solviedthe new OSV versioade by V.U

After election day on March 22, 20\iBservantisom the central vote office ofianicipality will enteote totals
from polling stations into Q&8¢ chaptet.1.1. OSV will totalize allevtdtals per candidaaad generate a PDF file
that contains the election result that has to be gantedand 03 dowent) The printed election resgtomes
official andrusted’ q bthat isin the ledd/ ! J ubk mgnumliy Vatidatbg civil servards OSV is trusted to be
unhackablagain

If someone hacltee OS\serverthen this person caasilynanipulate votes by changing votes stored in the OSV
database and in the PDF files stored on thelssrbheve to be printed

4 Seehttps://www.kiesraad.nl/verkiezingen/gemeenteraden/onderstets@iwlareserkiezingeasv/oswoorgemeenten
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2. OSV security has not been substancially improved in comparison with last year
If OSVutput is trustedgain, you would expectuséyg to be significantly improviad mndeed security
improvements have been made. However, not ehasghear afanuary 30, 2017 security researcBgmen
Ruwhof published on his weblog a detailed technical analysis of all the weakmesse©B¥#and P5A
retest has been performed to see if the findings mentidhedenlog were resolved in the latest version :of OSV

Status

Total vulnerabilities unsolved
Total vulnerabilities partly sol
Total vulnerabilities solved

There are 25 open security risks after the retest (all unsolved and partly solved findings):

Total findings Risk
1
4
18 Medium
Low
1 Very low

The retest shows tl@$V security has not been substancially improved in comparison witedashyear

3. OSV uses odhated, deprecated and insecure technology frolyei@is ago
OSV has been developed in 2008 and has not changed a lot over theQ@&¥dmstsidre used in the March 2018
election stillsesvery old and insec@Boss & Javtgchnology from 20G8hd 2013that misses many important
security updatese chaptet.1.4. These technologigealsonot properly configuradd hardened against hack
attackgsee chaptet.1.3and4.1.5. An advancebacker that has gained access tofflreOSV network of a
municipality could break into the OSV server by exploiting unpatched security vulnerabiktiber€argasn
gained access to the OSV server, votes can be easily changgetedtionsee chaptet.1.3.

Professor IT security Herbert Bos from VU University Amstandapeaentlyvestigated th@S\source code.
He came to thiellowingconclusiond Ui f | P T W! wiittensvehyf pbodlyp Feof thaj réason alone it should be
bcpmjtifelld

4. Sophisticatedr opportunistiattackes caninfluence electioautcome probablynnoticed
Based on the all tA&vulnerabilities found in OSV and processes around it, it is tetifeaadats from foreign
intelligence agencies can easily manipulate vote totals by hacking into the OSV server of gamamycality
But election fraud may also céno@ much closer, for exanfpden opportunistiar bribedgsystem administrators
working at municipalitisat already have full access over the OS\(ssepnapte.1.2and4.1.3. As activeecurity
and fraude monitoring on OSV servers is rEssimgptet.1.24.1.84.1.1&nd4.1.18 fraud will probably go
undetected if done not too obvipasd greedy.

5 Seehttps://sijmen.ruwhof.net/weblog/1 Heéwto-hackthe-upcominglutchelections
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5. Official vote reports from polling stations are not published on the internet
Currently it is up to each municipality to publish the vote totdigofleg statioon their websit&Some cities
publish in their own format all the vote totals of a polling station, and others only publish the aggregated total
in a municipalityithout details of all the vote totals of each polling s&tamnof each officiphpermpolling
station reportprocesserbaalprenever uploaded to the interfetigital export file of all the vote totals is
generated by OSMis file is in some casews/erted to HTML by municipalities and published (josrtiadir)
website.

The officiglolling stationeportghat contairall the vote totals of a municipality can only be looked at offline at th
office of a municipality. This raises the bar significaitihefend polling statiachairmas to validte if

someone has tampered with the election outcome in the totalization process. If a concerned citizen wants to
independantly validate all the totalizing of votes himself in The Netherland, he or she would have to visit eacl
municipality and copy ab thfficial reports from polling stations. This takes a lot of time. Elections should be
completely verifyabléth minimal effolty everyone that thinks election integrity is at risk.

Most importantecommendations

1. Do not trust output fro@S\again: ug OSV to validateanuallycountedvotes
History shows that exclusive manual aggregation of vote totajsrenégrand exclusive digital aggregation of
vote totals is vulnerable to manipulation by sophisticated attackers

OSV can be usefull howeseen to strengthen the security of an election. All vote totals for each candidate fror
political party should be manually totalized by the central vote office of a municipality. Afterwards, the vote tc
calculated by each independent pollitigrsia a municipality should be entered into OSV. OSV should also tota
all vote totals and calculate who won the election. OSV output should be used to verify if the manual totaliza
done properly and without mistakes.

Untrusting OSV and malhusotalizing vote totals takes a couple more days to perform, but eliminates all the ris
that our election can be hacked by manipulating vote totals. Waiting a couple more days on the election outc
nothing compared to the impathéfelection gts hackedfficial paper vote total reports of municipalities should
be manually be filled in by civil servants based on the manual calculated vote totals. OSV prints should neve
as official documents anymaiee cyber security of OSV is df lesscimportance if its output is distrusted

2. Complete transparenawd easy access§official vote reports from polling stations
It is strongly advised to immediately scan all official vote totdprepessenmerbalenjrom polling stations and
upload them to a secure poatabouple of days after elections are Tieisl portal does not currently exist and
should be developed by the Central Electoral council. This portal steloudlissh all uploaded official vote
totals reports on thewebsite so people can independently review them

In a reaction the Electoral Council statesds RTL Newat:UB! cj mm! jt ! cfj oh! gsf gbs
gspn!gpmmjoh!tubuj pot! xj mm! Gdodtheardahis pbanvareadydingmpiokedu i f
up!

6 See news story from June 13, B@pZ://www.touw.nl/home/veestemmerverkeerdjeteldbijfkamerverkiezingen~ab6e2a02/
See news story from March 28, 20&://www.rtinieuws.nl/nednd/politiek/varallesmisgegaaibij-optellerstemmerverkiezingen
7As proven by RTL News and Sijmen Ruwhof on January 30, 2017 and by Fox IT in their report published on March 3, 2017.
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Conclusion

Itisstronglyand urgelyecommendetb nottrust software output in determinting who won an election. Software can be
hacked undetectable on many level and skagesoffline and -gapped netws can be hacked with utmost precision, as
shown in the news about the Stuxnet worm if B¥d@ntibtory has shown that intelligence agemoiddwidenave
breachedhe mostvellprotected IT netwaiik the world with highly advanced and complesaraahfrastructure

OSV uses adidited deprecatednd insecurechnologyrom ten years agoSV security has not been substancially
improved in comparison with last yesrbuild bgt softwarecompanyhat seem to have no clue about how to protec
softwareagainst hackeamdthe cyber thredandscapef nowaday©ver 5Gecurityveaknesses have been identified in
only a couple of daizsT Wdcurity architectusebroken by design:ibt ! nbkps! t fdvsjuz! gmbxt

OSV shoulak used only to validate if manual totalizing vote totals is done properly and without any mistakes.

8 Seehttps//en.wikipedia.org/wiki/Stuxnet
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Security assessment of Dutch election software OSV P4 and P

1 Jouspevduj po

In February 2018 imdependent security assessment was started on the software that totalize votes in the upcoming |
elections on March 21, 2018. The software is called OSV (Ondersteunende Software Verkiezingen) and made by G
companyVU Traffic TechnologieslGBwas hired to do so by the Electoral Council (Kiesraad).

This independent researchwefisntaryconducted by IT security researcher and ethical hacker SijmemRilvgeof
collaboration with investigative journalist Bart van de Berg from RhisMepat is the result of that rese@hzh
following IT security experts also collaborated with validating findings and where consulted:

1. Election security specialists Rob Gonggrijp and Arjen Kamphuis.
2. Professor IT security Herbert Bos from VUtydiresterdarand his team
3. Independenil security researchers and ethical hackers Ger Schinkel and John de Kroon.

LI PTWHti pvme! cf!l! becmf!lup! xjuitubc

The Electoral Council has expressed the ambition that the OSV vote count softevatdestmuliistand advanced and
persistant attacks, such as foreign intelligence agencies that want to attack our democracy and manipulate votes.
Compromising OSV should not lead to be able to manipulate votes. In short: OSV must withstarevet Himblesby
hackers in the world.

1.2 Nb koppsu'th evinfolut ! j o! mbt u! zf bst ! f mf

One year agoanuary 2019QSV was also independently researched for vulnerabilities by Sijmen Ruwhof and RTL News
security research was published by RTL Weichoational Tv adanuary 30, 2017. It proved that the Dutch elections in
March 2017 could be easily hacked. That research raised a lot of media attention. Because of that, Dutch minister F
Internal Affairs manddtiat municipalities should mahugdtalize all vote totals on level of political party. OSV was not
allowed to be used forsthnymore. This was a major improvement in making the election much more hacker proof.

Cyber security firm Fox IT was hired by the Electoréb Doestjate OSV secuwdityd processes arounditey released
their security report on March 3, 2017 and confirmed all major findings that wpubbdtesdlpn January 30, 2017. Fox
ITalso found more severe vulnerabitfties.

On December 15, 2017 thedeCouncil published a follgreport on theecurity improvemembsde in OSV based on
Gpy! J UThe Eletbrgl gauncil and municipaltiiese that OS86ecure again to be used and trusted again in the
2018 election.

9Weblog of Sijmen Ruwtiafps://sijmen.ruwhof.nellinkedIn profiléitps://linkedin.com/in/sruwhof
10See website addresatwve footnote for the Fox IT report.
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Security assessment of Dutch election software OSV P4 and P

Date Title Authos

January 30, 2017 How to hack the upcoming Dutch eledtiand how Sijmen Ruwhof
hackers could have hacked all Dutch elections since

January 30, 2017 Met potlood stemmen onveilig: verkiezingsuitslag RTL News:
eenvoudig te hacken Bart van den Berg, Daniél Verl

January 30, 20 Zo werkt het softwaresysteem dat onze stemmen tel RTL News:
Bart van den Berg, Daniél Verl

February 1, 2017  Vrees voor hackers: kabinet schrapt software, stemn RTL News
tellen volledig met de hand Bart van den Berg, Daniél
Verlaan, Siebe Sietsma.

March 3, 2017 Onderzoek OSV en proces rapportage Fox IT:
Paul Pols, Daniél Niggebrugge
Francisco Dominguez

December 15, 2017 Followup bevindingen ¥6T en aanpassingen OSV Kiesraad
gemeenteraadsverkiezingen en raadgegfrdndum
2018

February 5, 2018  Toetsingsrapport SQS OSV programma 4 en 5 SQS

1.3 Npuj Wbfu jjpooe! sft f bsdi

Democratic elections are one of the most important processes in a country. Thegrgtedialoléetrustwortly and
secure. Unfortunaltey, history has shown thattiedctions could be easily hacked since the introduction of electroni
voting machindsy municipalities

Hacking was never seen as a real threatrhyrtogpalities and tigectoral Couh&nly the positive sides of IT were seen:
d p n g v u fnsake!mestpkestdumanually counting is messy and prone to human counting mistakes. Speeding up tt
vote totalizing process seems to be the primairy concern of municipalitiekeatmdah€ouhcrhere is a lot of political
pressure to get the elentresults as fast as possible.

Bduj po! hspvg! Xf!l EpoFfu! Usvtu! Wpuj oh! Nbdi j of t.InRg80p wf e!
and 2007 voting machines were banned from usage after it was proven that Veegessewee. Soljgbn and paper is
used since these years.

The Electoral Couhaiéd German company VU in 2008 to dexamotal processisgftware thamunicipalitiesould
use.Since 2009 pen and paper is used during election day in-tfitccepand quigtiOSV software was used in the back

office OS\¢alculated who won the eledifnom 2009 till 201DSV output wast valided as it was completely trusted
OS\saved a lot of manually workranicipalitiesso it was very welcomed there
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https://www.kiesraad.nl/binaries/kiesraad/documenten/rapporten/2017/12/15/follow-up-bevindingen-fox-it-en-aanpassingen-osv-gemeenteraadsverkiezingen-en-raadgevend-referendum2018/Bevindingen+Fox-IT+en+OSV+GR2018.pdf
https://www.kiesraad.nl/binaries/kiesraad/documenten/rapporten/2017/12/15/follow-up-bevindingen-fox-it-en-aanpassingen-osv-gemeenteraadsverkiezingen-en-raadgevend-referendum2018/Bevindingen+Fox-IT+en+OSV+GR2018.pdf
https://www.kiesraad.nl/adviezen-en-publicaties/formulieren/2016/osv/osv-bestanden/osv-toetsingsrapport-sqs-osv-programma-4-en-5-26-1-2018

Security assessment of Dutch election software OSV P4 and P

Nobodyutsde the municipalities, Electoral Council and the ministry of Intersalefffzirso knqwr to be awarabout

the existance of O&W thecrucial rol@ playedn thebackgroundifter it was proved January 30, 2017 that OSV could
alsobe easilpacked, the Electoral Council and municipalities blindly dismissed the findings and were anggedbout the
security concetrihey wanted OSV biaekause it saved thens liftextrananualcountingvork luckly OS\Wvas

forbidden by the ministedmternal Affairg.he Netherlantidtamper prooglectionsagainon March 15, 2Qbécause

OSV output wast trustedanymore to determimnehich political partiasn the election.

All Dutch elections held since 2009 could be easily hasketknen if someone has hacked an election, as most evidenc
must be removed by law after 3 months after an electionsi: eddiez.2). There has never been performed a forensic
investigation ifrelOSV servaas been hacked. OSV has always been assumed to be secure and hacking was never se
realthreat.

After the 2017 electiorts Electoral Coummibcessethe Fox IT repamd released a n&@sWersioron in February 2018
that should be secureaig OSV output will be trusted again in the upcoming elEbansin question arose
immediateltyf OSV could leasilyhacked again, and thus this investigation was started.

1.4 Tdpgqgf

OSV program 4 and 5 (P4, P5) version 2.2indke@se ancksearchein this security assessment. This is the official
version thawil be used in the Dutch electionswitidbe held on March 21, 2018SV P4 and P5 asponsible for
totalizingheelection outcome.

Other relevant components that play an impootarih the Dutch elections, butnateesearched (ihepth)

OSV program 1, 2 and 3.

Source code of OSV P4 arld P5

Infrastructure municipalities use to run OSV locally on.

The laptop the Electoral Council uses to run OSV on to determine the rediéce
The computers the 20 Election Districs use to process the referendum outcome on.
The Stembureapp.

The websiteww.kiesraad.nl

InternetfacinglVU infrastructure1.212.245.0/24

= =4 48 -4 -8 _a_a_19

For this securitysessment limited timesavailable. This means that not all security vulnerabilities could beindentified
OSV and processes arourtinitore time is available, (much) more security vulnerabilities could probably be identified.
however believeldt this security research gives enough insight into the security status of the O@xWdPdheand P5
upcoming electioms this point.

liSeehttps://www.kiesraad.nl/verkiezingen/gemeenteraden/onderstetswditwlareverkiezingnosv/oswoorgemeenten
125eehttps://www.kiesraad.nl/adviezenpublicaties/formulieren/2016/osv/dmstaen/osvroncodgrogrammal-ensversie?.21.4
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Security assessment of Dutch election software OSV P4 and P

15U nfmjof

Date Title
February 13, 201 Electoral Council sent OSV P4 and PER@MCBY post to RTL News resedatttion.
February 22, 201 RTL News sent theRTIM file to Sijmen Ruwhof and the security assessment start

March 12, 201¢ RTL News notified the Electoral Council about the vulnerabilities found and aske
reaction before publication.

March 12018 This security assessmensefl Dutch election softwa@®Vv P4 and P5 is publisfeed
Dutch national Tv by RTL News.

16 Bvui foujdjuz!pg!uftufe!tpguxbs:s

As the OSV P4 and P5 software is not downloadablevfrapsraad.nthe RTL News research departmenttiasked
Electoral Countmlsendhem a copy of P4 and P5 so they could let someone insp&tedtoraleCounsént on February
13, 2018 OSV P4 version 2.21.4RONDo RTL News. TRR@MA was esmpanied with documentata@mpaperthat

was also sent to ICT department at municipalities. The contents of the #RCGNaad OISV documentativare
researched in thgscuritassessment.
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2 Fmf dujipbod lwpjsobhbla ! npef m

The Fox IT securifyore from 2017 about OSV stidtesollowing about recent development in election fraud that has bee
discovereih other countrié$

¢ OV//~VTEflLjftsbbeliffgul!ef!bncjujflvjuhftqgspl fol
aanvallen van dergelijke [statelijke, red.] actoren. Derhalve behoort ernaar gestreefd te worden dat het
compromitteren van OSV op enig moment in de procesketen er niet toe zou mogen leiden dat de verkiezing
ongemerkt gemanipuleerd kan worden. [..]

Inzicht in het dreigingsbeeld dat van toepassing is op (het gebruik van) OSkékaegeordenpubliek
beschikbare informatie met betrekking tot aanvallen die zijn gericht op vedieehiegeanaderelateerd Higt

meest relevante pubtiek | f oef ! j odj efou!jt! ef! bb o wlomrhissiongCEG)vanc f
Oekraine gedurende de presidentsverkiezingen in mei 2014. Als geaaolgaerden delen van de
infrastructuur, die bedoeld was ontimealupdates te tam@arstemaantallen, onbeschikbaar gemaakt. Enkele
minuten voordat de stembureaus sloten, werd daovaléers ook een foto van één van de kandidaten geplaatst
de website van de CEC, waarin abusvevelijermeld dat de betreffende kandidaakidzimgen zou hebben
gewonnen, hetgeen direct voegtgenomen door Russische nieuwsstations (NATO CCD COE Publications, 2C

Bij het onderzoek naar de CyberBerkut hack is dbardéERTacy/Sednit/ ARTaBvareaangetroffen in het CEC
netwerk (NATCCD COE Publications, 2015, p. 57). Deze malwaserbandtgebracht met geavanceerde
bbowbmmfol!ejf! {pvefo! {j ko!OQfjbushif!wpdjssef!Fezpfp s!!3elf2!58 v/ t!
de Oekraine was ten tijde van de aanveéra@exclusief gebaseerd op papier en een handmatige verificatie
daarvan. Desalniettemin kan een dergalijkal de legitimiteit van het verkiezingsproces in de ogen van (bepaal
groepen) burgers schadengedtialve ook het primaire oogmerkjkarani een aanvaller (NATO CCD COE
Publications, 2015).

In januari van dit jaar is de hack van het Democratische Nationale Comité (DNC) in de \dexa@nitd€ |3t

en NSA publiekelijk geattribueerd aan de Russische militaire inlich{@gerdétast Main Intelligence
Directorate). Gezamenlijk hebben deze diensten met een hoge mate vageenrdudesrd dat de DEEk
onderdeel uitmaakte van een bredere campagne om hewvpublieen in het democratische proces in de
Verergde Staten te ondermijnen. Deze campagyebasserd op een strategie waarin geheime
inlichtingenoperaties werden vermengd met ojgespgkeingen door Russische overheidsdiensten, staatsmedia
derden zoals betaalde sociale gedraikers (Offickthe Director of National Intelligence, 2017).

Gevraagd naar de attributie aan Ruglarde DNCb d | ! i f f gu! qsftjefou! Pcbnb!h
try to influence electionem s pqf G! ) Of x! Zps | ! Uj nf efddt8ahvallérs goteriidel f ! |
belang kunndmebben bij het verstoren of anderszins beinvioedden van (de gepercipieerde legitimiteit van) he
verkiezingsproces in Nederfsotdren van vermoedelijk Russische oorsprong zijn niet de enige actoren die belz
kunnen hebben bij verkrijgen van inzicht in of zelfs het beinviloedden van (de gepercipieerde legitimiteit van)
verkiezingen amdere landen.

13See page https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2017/03/02/fa@R¥9Donder zasivenproces
rapportage%CB%9D/rapfo@B%9Donderzaskenprocesapportage%CB%9D.pdf
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2.1

Security assessment of Dutch election software OSV P4 and P

Tussen 1960 en 2006 zou in meer dan 120 nationale verkiezingen in 66 landengejt&ogtszijan de
verkiezingen te beinvioedden door buitenlandse mogendheden (Corstangela2ief 2¢cBete opkomst en
prevalentie van digitale hulpmiddelen, die hierin op enigerlei wikienaen sgelen, biedt aanvallers in dat kader
een veelvoud aan mogedijldn. Daarnaast toont de pubkskhikbare informatie aan dat andere actoren in conte
van democratische verkiezingen een #aalvéh zijn, waaronder individuele politieke partijen of kandidaten
(inclusief hun privésfeer), zoals gekleken in denloop naar de Amerikaanse presidentsverkiezingen in 2016.
Verder kan onzorgvuldiggchtgeving door media, bijvoorbeeld op basis van een onvolledig beeld of onjuiste
informatie, dgepercipieerde legitimiteit van democratische verkiezingen ji@mesgjexieli beinvioedden.

Gegeven het geschetste dreigingsbeeld en belang van de integriteit van de formele verkiezaggeitslag is het
raden om de assume breach en defense in depth principes toe te passen. Uit het@dscipe miegpchat

rekening gehouden moet worden met de mogelijkheid dat één of meerdere aoitfgdeneigen op enig

moment gecompromitteerd kunnen worden. Defense in depth houdt in datégelfsfinttéen componenten
gecompromitteerd worden, het proces van tegergg van de stemmretdoende weerbaar is tegen aanvallen
door aanvullende technische of procedurele maatredgeiened®ihanvullende preventieve maatregelen zijn, maal
het kunnen nadrukkelijk ook aanvullende detttiesponsieve maatregelerefien.

Uit het dreigingsbeeld dat van toepassing is op (het gebruik van) OSV blijkt dat rekenirgge htnetemarcen
statelijke actoren die belang kunnen hebben bij het verstoren of anderszins bei(ddogeioiertiveeerde
legitimiteit van) heemocratische verkiezingsproces in Nederland. Gegevenvaatdmiategriteit van het
verkiezingsproces zou ernaar gestreefd behoren te worden dat het comanosyisteraan van individuele
stembureaus (PSB, HSB, CSB) er niet toe zoudaonglat thierkiezingsuitslag ongemerkt beinvioed zou kunnen
worderil

Ui sfdlup!sh

Some of the threat actors that might want to influence the upcoming elections:

Noos~wdbPRE
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Foreign intelligence agencies that want to gain political influence in The Netherlands.

Canddates that want to run for office in their own municipality

Drugs criminals that wangtin access to the local council.

Opportunistic or bribed system administat@SV enasersat municipalities

All personel that hascess to agapped OSV meork

Political activists

Cyber terrorists that want to disrupt the trust in the Dutch elections by obviously manipulating election resull



Security assessment of Dutch election software OSV P4 and P

2.1.1 Foreign intelligence agencies
The Fox IT security report from 2017 about O3V states

¢ O\ / [/ ~1 Vj uheedfeigibgebeetdzat vah tedpassing is voor (het gebruik van) OSV, blijkt dat rekening
gehouden moet worden met statelijke actoren die belang kunnen hebben bij het beinvioeden van (de geperc

legitimiteit) van het democratische verkiezingspiegsriand. [\]/ / " T
Some of the reason why foreign intelligence agencies might want to influence the upcoming elections could be:

1. Influencing the referendum thdk be held. The referendum will be held abastdfgood idea that the Dutch
inteligence agencies are allowed to intercept wired datéateaffoalled the drag law by opponddisgh
intelligence agencikeave acquired this new power recently. Big internet cables from overseas enter Europe Vi
Amsterdam. Dutch intelligence ggeéne ! bsf ! opx! bmmpxf el up!joufsdfqu! L
This is not good news for foréigstilecountries. Their traffic will also be intercepted and analysed in the future.
2. Get political influence in major Dutch cities stiotstesdam, Den Haag, Rotterdam and Utrecht. These cities alo
have around 2.4 million inhabitants in*fotethais 14% of the Dutch populdfion

2.1.2 Opportunistior bribedsystem administratoos OSV endsersat municipalities

System administrators atmeipalities have full control over the local OSV network and computers. They need this Kin
access to install the OSV server and setup the network. Thereyed@rfooedure implemented here. They can easily
install software on the OSV servenmthaipulates the OSV database on the server after users have entered votes into t
database. This fraud can go unnoticed as OSV output is trusted after two people have entered the vote totals in the
After the attack the system administrator fuge @il his traces.

Opportunistic or bribed OSV wisdrs

OSV endsers that have to fill in vote totals in OSV have fysical access to the OSV network and connected devices.
install hardware keyloggers to gain access to the other OS¥tuasresadministrator account of OSV. They could also
connect a SIM card enabled hardware device with 3G/4G connection to the offline OSV network to connect the netv
internet. With access to the OSV network they could also exploit unpatreedibadrabilities in the OSV server to gain
access to it.

Actual case of insider thrga2008

In 2008 a man was sentenced by court in The Netherlands for election fraud in 2006 with a voting computer in the
municipality of Landerd in the municlpatien$” The manipulation was done very obviously anthecefdibe easily
detected.

14See page Https://www.rijksoverheid.nl/binaries/rijksoverheid/documeapgurten/2017/03/02/rappoCB%9Donderzaskenproces
rapportage%CB%9D/rapfoB%9Donderzasikenprocesapportage%CB%9D. pdf

152,363 722 inhabitant® beexactly, seénttps://nl.wikipedia.org/wiki/Lijst_van_grootste_gemeenten_in_Nederland

16Total estimated inhabitants by CBS in The Nethetld20344 lon February 20, 2018, sées://www.chs.nl/rhl/visualisaties/bevolkingsteller
17Seenhttps://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHSHE:2008:BC2171
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221 bdl fst!dbo!pomz! cf! dbudi fe! vc

According tButch la¥, evidence afnelectiorhas tdoe destroyettiree months after it was h&tkction fraud can
therefor only beroperhdetectedintilithree monthafteran electionAfterwards, all paper votes and all the gffigiat
votereports must be deletédost companies take over six months to detect a dat¥ Breat¢meframe tmtch hackers
is very short.

Artikel N 12

1 De burgemeester brengt de processen-verbaal en de opgave van de door hem
vastgestelde aantallen stemmen onverwijld over naar het hoofdstembureau.
Tevens legt hij een afschrift van deze stukken onverwijld voor een ieder ter
inzage op het gemeentehuis totdat over de toelating van de gekozenen is beslist.

2 De burgemeester brengt de pakken, bedoeld in artikel N 9, op verzoek van het
centraal stembureau over naar het centraal stembureau.

3 De burgemeester bewaart de pakken, bedoeld in de artikelen N 2 en N 9, die niet
naar het centraal stembureau zijn overgebracht, en de afschriften, bedoeld in het
eerste lid, drie maanden nadat over de toelating van de gekozenen is beslist.
Daarna vernietigt hij deze stukken onmiddellijk, tenzij:

a. de officier van justitie of de rechter-commissaris in het kader van een
strafrechtelijk onderzoek een verzoek heeft gedaan tot overdracht van
deze stukken, in welk geval de vernietiging plaatsvindt nadat dit onderzoek
is afgerond;

b. strafvervolging is ingesteld wegens een strafbaar gestelde gedraging in de
Kieswet, de artikelen 125 tot en met 129 van het Wetboek van Strafrecht
of de artikelen 131 tot en met 135 van het Wetboek van Strafrecht BES, in
welk geval de vernietiging plaatsvindt nadat er een onherroepelijke
rechterlijke uitspraak is.

4 Van de vernietiging wordt proces-verbaal opgemaakt.
Artikel O 5
1 Het hoofdstembureau brengt de processen-verbaal van de stembureaus en de

opgaven van de burgemeesters en, tenzij het de verkiezing betreft van de
gemeenteraad, van het algemeen bestuur of van provinciale staten van een
provincie die één kieskring vormt, een afschrift van zijn proces-verbaal terstond
over aan het orgaan waarvoor de verkiezing plaatsvindt.

2 Het orgaan waarvoor de verkiezing plaatsvindt, bewaart de processen-verbaal
van de stembureaus drie maanden nadat over de toelating van de gekozenen is
beslist. Daarna vernietigt hij deze stukken onmiddellijk. Van de vernietiging
wordt proces-verbaal opgemaakt.

18See Election Laieéwet) articlsl 12point 3 and article O 5 point 2
http://wetten.overheid.nl/jci1.3:c:BWBR0004627&afdeling=l1&haofti& paragraaf=1&artikel=N_12&z=20401&g=20171201
19Seehttp://www.zdnet.com/article/businessaiseoversixmonthsto-detectdatabreaches/
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3 Sfuftuj gb mbvenotfus) bochj! mj

On January 30, 2017 Sijmen Ruwhof published on his weblog a detailed technical analysis of all tiecfoveraknesses
OS\WP4 and P8, A retest has been performed to see ifithegs mentioned drisweblog were resolved in the latest
version of OSV. The following table lists each finding and the retest result:

Situation is 2018:
Reflection on current situation

1 | Optional final paper audit. After RTL News went live with the reseac
about OSV insecur@®&V output wast
trustedanymoren the 2017 electiofne
totalization process was manually perforr
by the municipalities. After the elections,
Electoral Council has processed the sect
recommendatiormeade by Fox dhd release
a new OSV version for the upcoming elec
OSV is claimed to be secure agaime
Electoral Counaitd thushe manual
totalization effort is not required armgntoy
municipalities. The papetalization process
not mandatorggain.

ID | Vulnerabilityfound in 2017

4 | The voting softwaagplication can be The Electoral Council published newtgec
installed on any computer. recommendations in 2017 that municipal
should enforce. If this policy is implemen
correctly is not checked and enforced by
and not audited by the Electoral Council.

7 | Voting software allows skipping SHAL ¢ OSV allows in some cases to skip the St
validation by not enforcing the user the e
the full SHA256 code.

22 | No automatic SHA1 hash check is in pl| Nothing has changsihce last yeand no

XML files stored on the computer automated OSYV integrity checks are in pl
33 | The integrity of the software is hardto | 1. The integrity of OSV installation files
validate, and even optional. now much more easier to validate, b

still optional fiosystem administrators
municipalities.

2. The integrity of OSV is only checked
when installing it. The integrity of the
server is not validated again when tt
election is over.

3. The German company behind OSV «
be compromised by a nationestand a

20 Seehttps://sijmen.ruwhof.net/weblog/1 H66wto-hackthe-upcomingdutchelections
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hard to find backdoor could be incluc
osVv.

9 |The voting softwestores voting results i| ThigsstillthecaseButasthe XMLfileisnot 4.1.18 High
an unencrypted XML.file transferrediaUSBstickanymoreit only Mediurr
reside®nthe OS\serveitself.Stilleasyto
tamperwithif anadversargsgainedaccesto
the OS\éerve. Riskatingdowngradetb
medium.
23 | Voting results are sent via an unencryp| Nothing has changed in and this is still or| 4.1.17 High
mail over the internet going practice. The votiaguits are only se Mediurr
by mail for archive purposes. Risk rating
downgraded to medium.
3 | The votingoftware initial installs a web 41.11 Medium
tfswfs!po!luif!vtf: 4.1.12
open aveb browser before they can use
votingsoftware.
18 | No password strength policy is in place] OSV now shows how strong a given pasg| 4.1.22 Medium
is, but allosone leter passwords to be set
Fox IT has also reported this vulnerability
19 | The Java session identifier is visible in | Nothing has changéebx IT has also repori| 4.1.5 Mediurr
internet address. thisvulnerability.
20 |Instructor uses Windows administrator | Still recommended practigeOSV Mediurr
account instead of low privileged accou| documentation
The software allows this.
21 | Software saves high integrity XML files Mediun
public location on the computer.
27 |Itis partly open source. The OSV P4 and P5 software is semi pig| 4.1.11 Mediurr
not downloadable omwvw kiesraad.ahd a |4.1.12
CDBROM should be manually requested. | 4.4.1
There is no transparency on what exact
operating system and network infrastruct]
used to host OSV on in hopefulyapiped
networks at municipalities.
28 | Acrosssite scripting vulnerability was foif Nothing has changed. More esdssscripting 4.1.20 Medium
vulnerabilities have been found.
30 | No intrusion detection systems are acti| Nothing has changed. 4.1.9 Mediurr
24 | Most sensitive operations in voting softy When uploading an EML fi& tontains Partially|] High
have least SHAL protection voting totals, then OSV makes the user e solved | Mediurr
eight charakters of tB&1A256 code, not thq
full SHA256 code.
25 |Internet connected computers. Municipalities are now much better instri| 4.1.15| Partially
that internet access @ allowed. The OSV solved | High
server keeps running even is an internet Mediunr
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connection is present however. OS\hatoe
enforce this security policy.

5 | The browser for the election saéwa 4.1.23] Partially| Mediun|
connects to a local host via an unsecur solved
HTTP connection.

12 | The architect designed the system, but| OSV is now accompanied with security Partially| Mediurr
seems that this person doatsreview the | documentation. This documentation is solved
generated (security) documadion about if however limited.

14 | Custom USB sticks can be used, andtff Fmf duj po! s f tevwediby USR | 4.4.2 | Partially| Medum|
sticks can be loaded with malicious soffl sticks anymore to the Electoral Council fi solved

election determination.

The Electoral Council receives however
sticks from political parties to receive
candidate lists.

26 | No IT security expert was consulted wh| FoxIT was hired in January 2017 by the Partially| Mediurr
building this software. Electoral Council, but washired again to solved

retest the new OSV version.

29 | Logs are not collected on a centralrsimg| Logs are not collected on a central serve| 2.1.2 | Partially| Mediurr
thus easy to tamper with. thus easy to tamper with. solved

System administrators are instructed to
download all EML and log files and burn
onto a CIROM and store it locally for 90.c

31 | No experienced ethical hacker has revi| FOXT was hired in January 2017 by the Partially| Mediurr
the software. Fmf dupsbm! Dpvodj m- | solved

retest the new OSV version.

15 | Web browseutomatically completes us{ In the newest OSV version the login form Solved | Mediurr
passwords on a shared computer. the autocomplete=off setting set and th

this finding can be closed.
It should be noted that modern browsers
automatically complete passwords antec
theautocomplete=off setting. If a OSV
client computer is used by multiple peopl
under the same operating system user
account, then this risk is still there.
17 | A nompersonal user account is used. The OSV administrator accountlisestied |4.1.30 Low
osv .

2 | Eight internal network shares (from an | The YouTube video found in 2017 has b{ 4.5.3 Very

internal server called Amsterdam) are \| removed by the Electoraliail. low

in a YouTube video.

A new YouTube video has been found in
internal network shares from IVU are shc
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6 [Instructor skips important SHAL check | The YouTube video has been eminythe Solved | High
YouTube video. Electoral Council.
8 |The insecure, old and deprecated SHA| The SHA1 hash algorithm has been chaij Solved| High
algorithm is used everywhere in the soff SHA256.
10 | PDF file with SHAL1 hash code isstorecf Fmf duj po! sft vmut ! x Solved | Mediurr
correponding XML file it has to protect. | sticks anymore to the Electoral Council fi
election determination.
11 | The voting softwat@structodoes not Fmfdujpo!sftvmut! x Solved | Mediurr
mention that PDF files should be printe| sticks anymore to the Electoral Council fi
enforces you to manually delete generg| election determination.
PDF files.
13 | Nonencrypted USB sticks are used. Fmfduj po! sft v ohbhytUSE Solved | High
sticks anymore to the Electoral Council fi
election determination.
16 | Instructor uses three letter password. | The YouTube video has been removed t Solved | Mediurr
Electoral Council.
32 | No security test reports are available. | FoxXT was hired in January 2017 by the Solved | Mediurr
Fmf dupsbm! Dpvodj m-
retest the new OSV version. The comple
IT report from 2017 was published by the
Electoral Council on their website.

Statistics about solved findings:

Status
Total vulnerabilities unsolved I

Total vulnerabilities solved

Total vulnerabilities partly so\

Thereare 250pen security riskiter the retest (all unsolved and partly solved findings)

Total findings Risk
1
4
18 Medium
Low
1 Very low
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4 Mjp tu!pg!jefoujgjfeltt
This this chapter all existing and newly identified security risks indF8/aPd documented.

41 Jo!'tPITIMVTf s! boe! dmj f out

4.1.1 Critial: OSV prints paper that will become leading

RTL News found out that the Electoral Council and municipalities silently trusted OSV output again and wid use it to
who will win the upcoming éleas on March 21, 20T8igenewedrust in OSV waksonot validatethy an independent
respectable cyber security firm. The Electoral Council dilmottgain in 2018 check if all majsecurity riskgere
properly solved the new OSVrs®n made by VU

After election day on March 22, 2@\tiBservantisom the central vote office ofianicipality will enter vote totals from
polling stations into OS¥ chaptet.1.. OSV will totak all vat totals per candidaiad generate a PDF file that contains
the election result that has to be priateatalled N11 and 03 documehk)e printed election refgitomes official atrdsted

t g bthat isith the ledd/ ! J ube mgnudinvhalidapedy civil servards OSV is trusted taubbackable again

Impact
If someone hacltee OS\serverthen this person can manipulate votes by changing votes stored in the OSV database
the PDF files stored on the sémaehave to bprinted

Recommendation

Do not trust output from OSV again. Use OSV to only validate votes counted manually. History shows that exclusive
aggregation of vote totals is eprané’, and exclusive digital aggregation of vote totals is vulnarasigtdation by
sophisticated attack&rs

OSV can be usefull however, even to strengthen the security of an election. All vote totals for each candidédte from &
party should be manually totalized by the central vote office of a municipaditgts Athte vote totals as calculated by each
independent polling station in a municipality should be entered into OSV. OSV should also totalize all voteatetals an
who won the election. OSV output should be used to verify if the manuahtistalorag properly and without mistakes.

Untrusting OSV and manually totalizing vote totals takes a couple more days to perform, but eliminates all the risks
election can be hacked by manipulating vote totals. Waiting a couple more étgcion thg#come is nothing compared
to the impact theelection gets hackedfficial paper vote total reports of municipalities should be manually be filled in k
civil servants based on the manual calculated vote totals. OSV prints shouléaesgenflieiaisdocuments anymbhe.

cyber security of OSV is of much less importance if its output is distrusted.

21See news story from June 13, Ba@pg://www.trouw.nl/home/veatemmerverkeerdjeteldbifkamerverkiezingen~ab6e2a02/
See news story from March 28, 20M&://www.rtinieuws.nl/nederland/politiek/vatesmisgegaaibij-optellerstemmerverkiezingen
22 As proven by RTL News and Sijmen Ruwhof on January 30, 2017 and by Fox IT in their reportqiuB)igbéd.on Mar
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4.1.2 High: OSV database can be easily modified and votes can be changed

The fila jboss -4.2.3.GA \server \osv\deploy \derby -ds.xml onthe OSV ser ontains the database login
credentials of the Derby database servés tisagtd by OSV P4 and P5:

15 & <!-- for in-process persistent db, saved when jhoss stops. The

16 - org.jboss.jdbc.DerbyDatabase mbean is necessary for properly db shutdown -->

17 <!-- JON 23-03-2009: This differs for each program instance (P4 _HSB, P5 etc.) -->
18 <connection-url>jdbc:derby:C:\Users\user2\Documents\OSV-P4-P5/Program4_CSB/db/osv;create=true</connection-url>
19

20 <!-- The driver class -->

21 <driver-class>org.apache.derby.jdbc.EmbeddedDriver</driver-class>

22

23 <!-- The login and password -->

24 <user-name>APP</user-name>

25 <password></password>

Opening the Derby database
By installing SQuirrel SQL Client on the OSV server it was possible to connect to the Derby database OSV uses:

&¥ sQuirrel SQL Client Version 3.7.1 " — | X
File Drvers Aliases Plugins Sescion Windows Help
Comnecto:itocman_ || [ | &8 actve session IBICIE
M
%E (o] s]m[x & Connect to: jdbc/wahlDB-P4_CSB x
1 [ P4_C3B
; Alas:  jobowahiDB-P4_CS8
g Driver.  Apache Derby Embedded
J URL:  jdbc deroy CiUs ersius eriDocuments\OSY-P4-PSProgramd_CSB/dbiosv.create=true
User APP |
Password.
£ Properies
Waming - Caps lock may interfere with passwords:
|
Driver class org.ap: EmbeddedD: registered for driver gefinition: Apache Derby Embedded :

Tioan:omms 8, s o e o0 . 5 AR TR | oo |

With useAPPand with no passwdigke also chaptérl.1Bgiven it was possible to open the OSV database:

¥ sQuirrel SQL Client Version 3.7.1 - - U X

File Drvers Miases Plugins Session Windows Help

Cmrledln: EE Al:ﬁwSesmun:|2—JWDB-P4_CSE as. |V]?U[ ® @ lI_"j

BE

o | % 0 2-jabciwahiDB-P4_CSB as APP |
-4 — — - —
flE[e + » [» ule [e]a]ala] s a[m
__|("ooieas | sgL | Hinemate |
@Y |/ sting Functions | " System Functions | Time/Date Functions | Keywords | Supported Refactorings
E % B jdbchwahlDB-P4_CSB " Mefadala | Staws | Schemas | Table Types | DataTypes I Numenc Funclions ]
4 - [
a | L :JTJT_LID Property Name Valug |
- sl JOBC Driver CLASSNAME org.apache derby jdbc EmbeddedDriver -
- ays JOBC Driver CLASSPATH CWserswseriDes o pldb-darby-10.11.1. 1-ibAlibhderby jar, CWserswser2Desktop\db-derby_. |
- SYSCAT getURL jdbe:darby. CilserswserZiDocumants\OSV-P4-PS/Program4_CSBidbiosy
- SYSCS DIAG isRaadOnly false
: :::FCSEUHL :::erName Apache Derby Embedded JDBC Driver
o [B sYSIBM getDatabaseProduciName Apache Derby
- SYSPROC supportsSchemasinTableDefinitions brug
o [ SYSSTAT supportsCatalogsinTableDefinitions false
geiCatalogSeparator
steresMinedCaseldentifiers false
storesUpperCaseldentifiers brug
getDatabaseProduciyersion 10.11.1.1 - (1616548)
|getidentifierQuateString ~
getResultSetH aldability 1
autoCommitFailureClosesAllResultSets  [true
generatedkevAlwarsRetumed true =
fjdbelwahiDE-P4_C58 | 1,171

e

Please ﬁ oul the Taols popup b‘rhfﬁni chrl+1in The SOL Edflor. Do itThree imes To slop This rnessaie. B
| Logs: Errars 3, Wamings 0, Infos 62 =] Im“:s Mz |- [] | 8-08:30 AM CET
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OSV database tables
OSV uses ti@Pdatabase. This database has the following tables:

&> sQuirrel SQL Client Version 3.7.1

Ede Onvers Alases Plugins Session Windows Heip

| % 0 1-JdbcwahiDB.P4_CSB asAPP |

‘Elﬁf X % @ H = <l

jw Objects | sQL | Hibernate |

5 QU | to |
? jdbciwahiDB-P4_CSB
¢ @ app |
I o [ SYNONYM
o 7| SYSTEM TABLE
¢ ) TABLE
o- [[] ALTERNATIVE
o (] ANWENDER'
o [If] BESONDERHEIT
o [ DHONDTQUOTIENT
o [] ERGEBNISEINGANG
o [ FIKTIVESITZVERTEILUNG
o [ GEBET
o [ GEBIETSSTATUS
o [[] GEBIET_ERGEBNISEINGANG
o [ GEBIET_GEBIET
o [7] GRUPPE
o [ GRUPPEGEBIETSSPEZIFISCH
o [H] KONFLIKT
o [ usTE
o [{] LISTENKANDIDATUR
o [ LISTENKANDIDATURERGEBN
o [] LISTENKOMBINATION
o [ LISTENKOMBINATIONZULASS!
o [ LISTENPLATZNEU
o [F] PERSONENDATEN
o [ RECHT
o [] RECHTEGRUPPE
o [[] RECHTEGRUPPE_ANWENDE!
o [ RECHTEGRUPPE_RECHT
o [ REPOSITORY
o [ RESTSITZVERTEILUNG
o [ SCHWELLWERT
o [l SITZBERECHNUNGERGEBNIS
o [ SITZVERTEILUNG
o [ STIMMERGEBNIS
o [[] STIMMERGEBNISSEUNTERGE
o [ UNTERVERTEILUNG
o [T WAHL
) VIEW
o [ PROCEDURE
o & U0T
o [& NuLLID
o [& sau
o [& sys
o [ syscar
o [ syscs_pwuc
o [A syscs_um
& [H] SYSFUN
o [B sysiem
o [@ sysPrOC
o [ syssTAT

Passwords are securely stored
Fox I'made a finding that passwords were insecure stored by OSV. This finding seems to be soled as passwords ar
properly salted before storing them into databasarMIENDER

[ infe | Content | Row Count | Columns | Primary Key | Exporied Keys [ Imporied Keys l‘ Indexes [Pmleges Column Privileges | RowIDs |ve|slom

o_... MNAME AN PASSWORDHASH I SALT LETZTERZUGRIFF
ADM 8-02-28 00.04:15.008
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Manipulating votes

When OSV users have entered vote totals into 8%eRdtals are then stored indRBMENcolumn in the
STIMMERGEBNISable. To test if votes could be manipulated in the database, the referendum definition was loaded i
thatwill be used by the Electoral Council. For Groningen the total raatéster@SV against the new law wened2

people would agree with the law in the test scenario. After entering the vote totals in the OSV interface, thidvote tote
be easily found in tBEIMMERGEBNISable. The 8 votes were changed via 3@@ireClient to 5 votes against the law,
and 5 votes that agree with the law to see if OSV would notice this manipulation:
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