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Nbobhfnfou!tvnnbsz! 

In February 2018 an independent security assessment was started on the software that totalize votes in the upcoming Dutch 

elections on March 21, 2018. The software is called OSV (Ondersteunende Software Verkiezingen) and made by German 

company IVU Traffic Technologies AG. IVU was hired to do so by the Electoral Council (Kiesraad).  

 

This independent research was voluntary conducted by IT security researcher and ethical hacker Sijmen Ruwhof1, in close 

collaboration with investigative journalist Bart van de Berg from RTL News. This report is the result of that research. The 

following IT security experts also collaborated with validating findings and where consulted: 

 

1. Election security specialists Rob Gonggrijp and Arjen Kamphuis. 

2. Professor IT security Herbert Bos from VU University Amsterdam. 

3. Independent IT security researchers and ethical hackers Ger Schinkel and John de Kroon. 

 
 

OSV should be able to withstand advanced attacks  
 

The Electoral Council has expressed the ambition that the OSV vote count software should be able to withstand advanced and 

persistant attacks, such as foreign intelligence agencies that want to attack our democracy and manipulate votes. 

Compromising OSV should not lead to be able to manipulate votes.2 In short: OSV must withstand all attacks by even the best 

hackers in the world.  

 

 

Major notable events in last years election 
 

One year ago in January 2017 OSV was also independently researched for vulnerabilities by Sijmen Ruwhof and RTL News. 

That security research was published by RTL News on Dutch national Tv on January 30, 2017. It proved that the Dutch elections 

in March 2017 could be easily hacked. That research raised a lot of media attention. Because of that, Dutch minister Plasterk 

of Internal Affairs mandated that municipalities should manually totalize all vote totals on level of political party. OSV was not 

allowed to be used for this anymore. This was a major improvement in making the election much more hacker proof.  

 

Cyber security firm Fox IT was hired by the Electoral Council to investigate OSV security and processes around it. They released 

their security report on March 3, 2017 and confirmed all major findings that were already published on January 30, 2017. Fox 

IT also found more severe vulnerabilities.3 

 

On December 15, 2017 the Electoral Council published a follow-up report on the security improvements made in OSV based on 

Gpy!JUŦt!sfqpsu/ The Electoral Council and municipalities believe that OSV is secure again to be used and trusted again in the 

2018 election.  

                                                             
1 Weblog of Sijmen Ruwhof: https://sijmen.ruwhof.net/ LinkedIn profile: https://linkedin.com/in/sruwhof  

2 See page 4 in the Fox IT report published on March 3, 2017: 

https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2017/03/02/rapport-%CB%9Donderzoek-osv-en-proces-

rapportage%CB%9D/rapport-%CB%9Donderzoek-osv-en-proces-rapportage%CB%9D.pdf  

3 See website address in above footnote for the Fox IT report. 
 

https://sijmen.ruwhof.net/
https://linkedin.com/in/sruwhof
https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2017/03/02/rapport-%CB%9Donderzoek-osv-en-proces-rapportage%CB%9D/rapport-%CB%9Donderzoek-osv-en-proces-rapportage%CB%9D.pdf
https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2017/03/02/rapport-%CB%9Donderzoek-osv-en-proces-rapportage%CB%9D/rapport-%CB%9Donderzoek-osv-en-proces-rapportage%CB%9D.pdf
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Scope of investigation 
 

OSV program 4 and 5 (P4, P5) version 2.21.4 was in scope and researched in this security assessment. This is the official 

version that will be used in the Dutch elections that will be held on March 21, 20184. OSV P4 and P5 are responsible for 

totalizing the election outcome. 

 

For this security assessment limited time was available. This means that not all security vulnerabilities could be identified in 

OSV and processes around it. If more time was available, (much) more security vulnerabilities could probably be identified. It 

is however believed that this security research gives enough insight into the security status of the OSV P4 and P5 and the 

safety of the upcoming elections at this point.  

 

Overview of security risks found in OSV 
 

After completing the security review of OSV P4 and P5 and the processes around it, 47 security vulnerabilities were found in 

OSV and processes around it: 

 

Total findings Risk 

1 Critical 

9 High 

25 Medium 
9 Low 

3 Very low 

5 Remarks 

 

Most important findings 
 

1. Software decides who won the election and this output is fully trusted again 

RTL News found out that the Electoral Council and municipalities silently trusted OSV output again and will use it to 

calculate who will win the upcoming elections on March 21, 2018. This renewed trust in OSV was not validated by an 

independent respectable cyber security firm. The Electoral Council did not hire Fox IT again in 2018 to check if all 

major security risks were properly solved in the new OSV version made by IVU.  

 

After election day on March 22, 2018, civil servants from the central vote office of a municipality will enter vote totals 

from polling stations into OSV (see chapter 4.1.1). OSV will totalize all vote totals per candidate and generate a PDF file 

that contains the election result that has to be printed (a N11 and O3 document). The printed election result becomes 

official and trusted ťqbqfs!that is in the leadŦ/!Ju!xjmm!opu be manually validated by civil servants as OSV is trusted to be 

unhackable again.  

 

If someone hacks the OSV server, then this person can easily manipulate votes by changing votes stored in the OSV 

database and in the PDF files stored on the server that have to be printed. 
  

                                                             
4 See: https://www.kiesraad.nl/verkiezingen/gemeenteraden/ondersteunende-software-verkiezingen-osv/osv-voor-gemeenten  

file:///X:/Dropbox/Files/Secundity/Relatie/Pointlogic/VPN%20inlog/Bevindingenlijst%20v1.0.html
file:///X:/Dropbox/Files/Secundity/Relatie/Pointlogic/VPN%20inlog/Bevindingenlijst%20v1.0.html
https://www.kiesraad.nl/verkiezingen/gemeenteraden/ondersteunende-software-verkiezingen-osv/osv-voor-gemeenten
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2. OSV security has not been substancially improved in comparison with last year 

If OSV output is trusted again, you would expect security to be significantly improved. And indeed, security 

improvements have been made. However, not enough. Last year on January 30, 2017 IT security researcher Sijmen 

Ruwhof published on his weblog a detailed technical analysis of all the weaknesses he found in OSV P4 and P5.5 A 

retest has been performed to see if the findings mentioned on the weblog were resolved in the latest version of OSV: 

 

 Status Total findings 

Total vulnerabilities unsolved 16 

Total vulnerabilities partly solved 9 

Total vulnerabilities solved 8 

 

There are 25 open security risks after the retest (all unsolved and partly solved findings): 

 

Total findings Risk 

1 Critical 

4 High 

18 Medium 
1 Low 

1 Very low 

 

The retest shows that OSV security has not been substancially improved in comparison with last year (see chapter 3).  

 

3. OSV uses out-dated, deprecated and insecure technology from ten years ago 

OSV has been developed in 2008 and has not changed a lot over the years. The OSV version used in the March 2018 

election still uses very old and insecure (JBoss & Java) technology from 2008 and 2013, that misses many important 

security updates (see chapter 4.1.4). These technologies are also not properly configured and hardened against hack 

attacks (see chapter 4.1.3 and 4.1.5). An advanced hacker that has gained access to the offline OSV network of a 

municipality could break into the OSV server by exploiting unpatched security vulnerabilities. Once an adversary has 

gained access to the OSV server, votes can be easily changed without detection (see chapter 4.1.2). 

 

Professor IT security Herbert Bos from VU University Amsterdam also independently investigated the OSV source code. 

He came to the following conclusion: ŨUif!PTW!tpvsdf!dpef!jt written very poorly. For that reason alone it should be 

bcpmjtife/ũ 

 

4. Sophisticated or opportunistic attackers can influence election outcome probably unnoticed 

Based on the all the 47 vulnerabilities found in OSV and processes around it, it is believed that hackers from foreign 

intelligence agencies can easily manipulate vote totals by hacking into the OSV server of a manucipality (see chapter 0). 

But election fraud may also come from much closer, for example from opportunistic or bribed system administrators 

working at municipalities that already have full access over the OSV server (see chapter 2.1.2 and 4.1.2). As active security 

and fraude monitoring on OSV servers is missing (see chapter 4.1.2, 4.1.8, 4.1.10 and 4.1.18), fraud will probably go 

undetected if done not too obviously and greedy.  

 
  

                                                             
5 See: https://sijmen.ruwhof.net/weblog/1166-how-to-hack-the-upcoming-dutch-elections  

file:///X:/Dropbox/Files/Secundity/Relatie/Pointlogic/VPN%20inlog/Bevindingenlijst%20v1.0.html
file:///X:/Dropbox/Files/Secundity/Relatie/Pointlogic/VPN%20inlog/Bevindingenlijst%20v1.0.html
file:///X:/Dropbox/Files/Secundity/Relatie/Pointlogic/VPN%20inlog/Bevindingenlijst%20v1.0.html
https://sijmen.ruwhof.net/weblog/1166-how-to-hack-the-upcoming-dutch-elections
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5. Official vote reports from polling stations are not published on the internet  

Currently it is up to each municipality to publish the vote totals of each polling station on their website. Some cities 

publish in their own format all the vote totals of a polling station, and others only publish the aggregated total votes 

in a municipality without details of all the vote totals of each polling station. Scans of each official paper polling 

station report (process-verbaal) are never uploaded to the internet. A digital export file of all the vote totals is 

generated by OSV. This file is in some cases converted to HTML by municipalities and published (partially) on their 

website. 

 

The official polling station reports that contain all the vote totals of a municipality can only be looked at offline at the 

office of a municipality. This raises the bar significantly for citizens and polling station chairmans to validate if 

someone has tampered with the election outcome in the totalization process. If a concerned citizen wants to 

independantly validate all the totalizing of votes himself in The Netherland, he or she would have to visit each 

municipality and copy all the official reports from polling stations. This takes a lot of time. Elections should be 

completely verifyable with minimal effort by everyone that thinks election integrity is at risk. 

 
Most important recommendations 
 

1. Do not trust output from OSV again: use OSV to validate manually counted votes 

History shows that exclusive manual aggregation of vote totals is error-prone6, and exclusive digital aggregation of 

vote totals is vulnerable to manipulation by sophisticated attackers7. 

 

OSV can be usefull however, even to strengthen the security of an election. All vote totals for each candidate from a 

political party should be manually totalized by the central vote office of a municipality. Afterwards, the vote totals as 

calculated by each independent polling station in a municipality should be entered into OSV. OSV should also totalize 

all vote totals and calculate who won the election. OSV output should be used to verify if the manual totalization is 

done properly and without mistakes.  

 

Untrusting OSV and manually totalizing vote totals takes a couple more days to perform, but eliminates all the risks 

that our election can be hacked by manipulating vote totals. Waiting a couple more days on the election outcome is 

nothing compared to the impact if the election gets hacked. Official paper vote total reports of municipalities should 

be manually be filled in by civil servants based on the manual calculated vote totals. OSV prints should never be used 

as official documents anymore. The cyber security of OSV is of much less importance if its output is distrusted. 

 

2. Complete transparency and easy access of official vote reports from polling stations 

It is strongly advised to immediately scan all official vote total reports (processen-verbalen) from polling stations and 

upload them to a secure portal a couple of days after elections are held. This portal does not currently exist and 

should be developed by the Central Electoral council. This portal should also also publish all uploaded official vote 

totals reports on their website so people can independently review them.  

 

In a reaction the Electoral Council states towards RTL News that: ŨB!cjmm!jt!cfjoh!qsfqbsfe!jo!xijdi!bmm!pggjdjbm!sfqpsut!

gspn!qpmmjoh!tubujpot!xjmm!cf!nbef!qvcmjd!po!uif!joufsofu!jo!uif!gvuvsf/ũ. Good to hear this point is already being picked 

up! 

 

                                                             
6 See news story from June 13, 2017: https://www.trouw.nl/home/veel-stemmen-verkeerd-geteld-bij-kamerverkiezingen~ab6e2a02/  

   See news story from March 28, 2017: https://www.rtlnieuws.nl/nederland/politiek/van-alles-misgegaan-bij-optellen-stemmen-verkiezingen  

7 As proven by RTL News and Sijmen Ruwhof on January 30, 2017 and by Fox IT in their report published on March 3, 2017. 

https://www.trouw.nl/home/veel-stemmen-verkeerd-geteld-bij-kamerverkiezingen~ab6e2a02/
https://www.rtlnieuws.nl/nederland/politiek/van-alles-misgegaan-bij-optellen-stemmen-verkiezingen
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Conclusion 
 

It is strongly and urgely recommended to not trust software output in determinting who won an election. Software can be 

hacked undetectable on many level and stages. Even offline and air-gapped networks can be hacked with utmost precision, as 

shown in the news about the Stuxnet worm in 20108. Recent history has shown that intelligence agencies worldwide have 

breached the most well protected IT networks in the world with highly advanced and complex malware infrastructure.  

 

OSV uses out-dated, deprecated and insecure technology from ten years ago. OSV security has not been substancially 

improved in comparison with last year. It is build by a software company that seem to have no clue about how to protect 

software against hackers and the cyber threat landscape of nowadays. Over 50 security weaknesses have been identified in 

only a couple of days. PTWŦt security architecture is broken by design: it ibt!nbkps!tfdvsjuz!gmbxt!uibu!dboŦu!cf!gjyfe/  

 

OSV should be used only to validate if manual totalizing vote totals is done properly and without any mistakes. 

 
 

                                                             
8 See: https://en.wikipedia.org/wiki/Stuxnet  

https://en.wikipedia.org/wiki/Stuxnet
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1 Jouspevdujpo 

In February 2018 an independent security assessment was started on the software that totalize votes in the upcoming Dutch 

elections on March 21, 2018. The software is called OSV (Ondersteunende Software Verkiezingen) and made by German 

company IVU Traffic Technologies AG. IVU was hired to do so by the Electoral Council (Kiesraad).  

 

This independent research was voluntary conducted by IT security researcher and ethical hacker Sijmen Ruwhof9, in close 

collaboration with investigative journalist Bart van de Berg from RTL News. This report is the result of that research. The 

following IT security experts also collaborated with validating findings and where consulted: 

 

1. Election security specialists Rob Gonggrijp and Arjen Kamphuis. 

2. Professor IT security Herbert Bos from VU University Amsterdam and his team. 

3. Independent IT security researchers and ethical hackers Ger Schinkel and John de Kroon. 

1.1 PTW!tipvme!cf!bcmf!up!xjuituboe!bewbodfe!buubdlt! 

The Electoral Council has expressed the ambition that the OSV vote count software should be able to withstand advanced and 

persistant attacks, such as foreign intelligence agencies that want to attack our democracy and manipulate votes. 

Compromising OSV should not lead to be able to manipulate votes.  In short: OSV must withstand all attacks by even the best 

hackers in the world. 

1.2 Nbkps!opubcmf!fwfout!jo!mbtu!zfbst!fmfdujpo 

One year ago (January 2017) OSV was also independently researched for vulnerabilities by Sijmen Ruwhof and RTL News. That 

security research was published by RTL News on Dutch national Tv on January 30, 2017. It proved that the Dutch elections in 

March 2017 could be easily hacked. That research raised a lot of media attention. Because of that, Dutch minister Plasterk of 

Internal Affairs mandated that municipalities should manually totalize all vote totals on level of political party. OSV was not 

allowed to be used for this anymore. This was a major improvement in making the election much more hacker proof.  

 

Cyber security firm Fox IT was hired by the Electoral Council to investigate OSV security and processes around it. They released 

their security report on March 3, 2017 and confirmed all major findings that were already published on January 30, 2017. Fox 

IT also found more severe vulnerabilities.10 

 

On December 15, 2017 the Electoral Council published a follow-up report on the security improvements made in OSV based on 

Gpy!JUŦt!sfqpsu/ The Electoral Council and municipalities believe that OSV is secure again to be used and trusted again in the 

2018 election.  
  

                                                             
9 Weblog of Sijmen Ruwhof: https://sijmen.ruwhof.net/ LinkedIn profile: https://linkedin.com/in/sruwhof  

10 See website address in above footnote for the Fox IT report. 

https://sijmen.ruwhof.net/
https://linkedin.com/in/sruwhof
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Date Title Authors 

January 30, 2017 How to hack the upcoming Dutch elections ţ and how 

hackers could have hacked all Dutch elections since 2009 

Sijmen Ruwhof 

January 30, 2017 Met potlood stemmen onveilig: verkiezingsuitslag 

eenvoudig te hacken 

RTL News: 

Bart van den Berg, Daniël Verlaan 

January 30, 2017 Zo werkt het softwaresysteem dat onze stemmen telt RTL News: 

Bart van den Berg, Daniël Verlaan 

February 1, 2017 Vrees voor hackers: kabinet schrapt software, stemmen 

tellen volledig met de hand 

RTL News: 

Bart van den Berg, Daniël 

Verlaan, Siebe Sietsma. 

March 3, 2017 Onderzoek OSV en proces rapportage  Fox IT: 

Paul Pols, Daniël Niggebrugge, 

Francisco Dominguez 

December 15, 2017 Follow-up bevindingen Fox IT en aanpassingen OSV 

gemeenteraadsverkiezingen en raadgevend-referendum 

2018 

Kiesraad 

February 5, 2018 Toetsingsrapport SQS OSV programma 4 en 5 SQS 

1.3 Npujwbujpo!cfijoe!sftfbsdi 

Democratic elections are one of the most important processes in a country. They should be very reliable, trustwortly and 

secure. Unfortunaltey, history has shown that the Dutch elections could be easily hacked since the introduction of electronic 

voting machines by municipalities.  

 

Hacking was never seen as a real threat by the municipalities and the Electoral Council. Only the positive sides of IT were seen: 

dpnqvufst!epoŦu make mistakes and manually counting is messy and prone to human counting mistakes. Speeding up the 

vote totalizing process seems to be the primairy concern of municipalities and the Electoral Council. There is a lot of political 

pressure to get the election results as fast as possible.  

 

Bdujpo!hspvq!Xf!EpoŦu!Usvtu!Wpujoh!Nbdijoft!qspwfe!jo!3117!uibu!Evudi!wpujoh!nbdijoft!dpvme!cf!fbtjmz!ibdlfe. In 2006 

and 2007 voting machines were banned from usage after it was proven that these were very insecure. Solid pen and paper is 

used since these years.  

 

The Electoral Council hired German company IVU in 2008 to develop vote total processing software that municipalities could 

use. Since 2009 pen and paper is used during election day in the front-office, and quietly OSV software was used in the back-

office. OSV calculated who won the elections from 2009 till 2017. OSV output was not valided as it was completely trusted. 

OSV saved a lot of manually work for municipalities, so it was very welcomed there.  

 

https://sijmen.ruwhof.net/weblog/1166-how-to-hack-the-upcoming-dutch-elections
https://sijmen.ruwhof.net/weblog/1166-how-to-hack-the-upcoming-dutch-elections
https://www.rtlnieuws.nl/nederland/politiek/met-potlood-stemmen-onveilig-verkiezingsuitslag-eenvoudig-te-hacken
https://www.rtlnieuws.nl/nederland/politiek/met-potlood-stemmen-onveilig-verkiezingsuitslag-eenvoudig-te-hacken
https://www.rtlnieuws.nl/nederland/politiek/zo-werkt-het-softwaresysteem-dat-onze-stemmen-telt
https://www.rtlnieuws.nl/nederland/politiek/vrees-voor-hackers-kabinet-schrapt-software-stemmen-tellen-volledig-met-de-hand
https://www.rtlnieuws.nl/nederland/politiek/vrees-voor-hackers-kabinet-schrapt-software-stemmen-tellen-volledig-met-de-hand
https://www.kiesraad.nl/binaries/kiesraad/documenten/rapporten/2017/3/fox-it/fox-it/Rapport+Fox-IT+3-3-2017.pdf
https://www.kiesraad.nl/binaries/kiesraad/documenten/rapporten/2017/12/15/follow-up-bevindingen-fox-it-en-aanpassingen-osv-gemeenteraadsverkiezingen-en-raadgevend-referendum2018/Bevindingen+Fox-IT+en+OSV+GR2018.pdf
https://www.kiesraad.nl/binaries/kiesraad/documenten/rapporten/2017/12/15/follow-up-bevindingen-fox-it-en-aanpassingen-osv-gemeenteraadsverkiezingen-en-raadgevend-referendum2018/Bevindingen+Fox-IT+en+OSV+GR2018.pdf
https://www.kiesraad.nl/binaries/kiesraad/documenten/rapporten/2017/12/15/follow-up-bevindingen-fox-it-en-aanpassingen-osv-gemeenteraadsverkiezingen-en-raadgevend-referendum2018/Bevindingen+Fox-IT+en+OSV+GR2018.pdf
https://www.kiesraad.nl/adviezen-en-publicaties/formulieren/2016/osv/osv-bestanden/osv-toetsingsrapport-sqs-osv-programma-4-en-5-26-1-2018
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Nobody outside the municipalities, Electoral Council and the ministry of Internal Affairs seemed to know, or to be aware about 

the existance of OSV and the crucial role it played in the background. After it was proved on January 30, 2017 that OSV could 

also be easily hacked, the Electoral Council and municipalities blindly dismissed the findings and were angry about the raised 

security concerns. They wanted OSV back because it saved them lots of extra manual counting work. Luckily OSV was 

forbidden by the minister of Internal Affairs. The Netherlands had tamper proof elections again on March 15, 2017, because 

OSV output was not trusted anymore to determine which political parties won the election. 

 

All Dutch elections held since 2009 could be easily hacked. It is unknown if someone has hacked an election, as most evidence 

must be removed by law after 3 months after an election is held (see chapter 2.2). There has never been performed a forensic 

investigation if an OSV server has been hacked. OSV has always been assumed to be secure and hacking was never seen as a 

real threat.  

 

After the 2017 elections, the Electoral Council processed the Fox IT report and released a new OSV version on in February 2018 

that should be secure again. OSV output will be trusted again in the upcoming elections. The main question arose 

immediatelty if OSV could be easily hacked again, and thus this investigation was started. 

1.4 Tdpqf 

OSV program 4 and 5 (P4, P5) version 2.21.4 was in scope and researched in this security assessment. This is the official 

version that will be used in the Dutch elections that will be held on March 21, 201811. OSV P4 and P5 are responsible for 

totalizing the election outcome. 

 

Other relevant components that play an important role in the Dutch elections, but are not researched (in-depth): 

 

¶ OSV program 1, 2 and 3. 

¶ Source code of OSV P4 and P5.12 

¶ Infrastructure municipalities use to run OSV locally on. 

¶ The laptop the Electoral Council uses to run OSV on to determine the referendum outcome. 

¶ The computers the 20 Election Districs use to process the referendum outcome on. 

¶ The Stembureau-app.  

¶ The website www.kiesraad.nl. 

¶ Internet-facing IVU infrastructure: 91.212.245.0/24 . 

 

For this security assessment limited time was available. This means that not all security vulnerabilities could be identified in 

OSV and processes around it. If more time is available, (much) more security vulnerabilities could probably be identified. It is 

however believed that this security research gives enough insight into the security status of the OSV P4 and P5 and the 

upcoming elections at this point.  

  

                                                             
11 See: https://www.kiesraad.nl/verkiezingen/gemeenteraden/ondersteunende-software-verkiezingen-osv/osv-voor-gemeenten  

12 See: https://www.kiesraad.nl/adviezen-en-publicaties/formulieren/2016/osv/osv-bestanden/osv-broncode-programma-4-en-5-versie-2.21.4  

http://www.kiesraad.nl/
https://www.kiesraad.nl/verkiezingen/gemeenteraden/ondersteunende-software-verkiezingen-osv/osv-voor-gemeenten
https://www.kiesraad.nl/adviezen-en-publicaties/formulieren/2016/osv/osv-bestanden/osv-broncode-programma-4-en-5-versie-2.21.4
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1.5 Ujnfmjof 

 

Date Title 

February 13, 2018 Electoral Council sent OSV P4 and P5 on CD-ROM by post to RTL News research redaction. 

February 22, 2018 RTL News sent the CD-ROM file to Sijmen Ruwhof and the security assessment started. 

March 12, 2018 RTL News notified the Electoral Council about the vulnerabilities found and asked for a 

reaction before publication. 

March 13, 2018 This security assessment of used Dutch election software OSV P4 and P5 is published via 

Dutch national Tv by RTL News. 

1.6 Bvuifoujdjuz!pg!uftufe!tpguxbsf 

As the OSV P4 and P5 software is not downloadable from www.kiesraad.nl, the RTL News research department asked the 

Electoral Council to send them a copy of P4 and P5 so they could let someone inspect it. The Electoral Council sent on February 

13, 2018 OSV P4 version 2.21.4 on CD-ROM to RTL News. The CD-ROM was accompanied with documentation on paper that 

was also sent to ICT department at municipalities. The contents of the received CD-ROM and OSV documentation were 

researched in this security assessment. 

 

http://www.kiesraad.nl/
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2 Fmfdujpo!gsbve!ibdljoh!uisfbu!npefm 

The Fox IT security report from 2017 about OSV states the following about recent development in election fraud that has been 

discovered in other countries13: 

 

¶ Ũ\//^!Ef!Ljftsbbe!iffgu!ef!bncjujf!vjuhftqsplfo!ebu!ifu!wbtutufmmfo!wbo!ef!wfsljf{johtvjutmbh!xffscbbs!npfu!{jko!ufhfo!

aanvallen van dergelijke [statelijke, red.] actoren. Derhalve behoort ernaar gestreefd te worden dat het 

compromitteren van OSV op enig moment in de procesketen er niet toe zou mogen leiden dat de verkiezingsuitslag 

ongemerkt gemanipuleerd kan worden. [..] 

 

Inzicht in het dreigingsbeeld dat van toepassing is op (het gebruik van) OSV kan worden verkregen via publiek 

beschikbare informatie met betrekking tot aanvallen die zijn gericht op verkiezingen of die hieraan gerelateerd zijn. Het 

meest relevante publiek cflfoef!jodjefou!jt!ef!bbowbm!wbo!ŨDzcfsCfslvuũ!pq!ef!Dfousbm!Fmfdujpo Commission (CEC) van 

Oekraïne gedurende de presidentsverkiezingen in mei 2014. Als gevolg van de aanval werden delen van de 

infrastructuur, die bedoeld was om real-time updates te tonen van stemaantallen, onbeschikbaar gemaakt. Enkele 

minuten voordat de stembureaus sloten, werd door de aanvallers ook een foto van één van de kandidaten geplaatst op 

de website van de CEC, waarin abusievelijk werd vermeld dat de betreffende kandidaat de verkiezingen zou hebben 

gewonnen, hetgeen direct werd overgenomen door Russische nieuwsstations (NATO CCD COE Publications, 2015). 

 

Bij het onderzoek naar de CyberBerkut hack is door CERT-UA de Sofacy/Sednit/APT28-malware aangetroffen in het CEC-

netwerk (NATO CCD COE Publications, 2015, p. 57). Deze malware wordt in verband gebracht met geavanceerde 

bbowbmmfo!ejf!{pvefo!{jko!vjuhfwpfse!epps!ef!Svttjtdif!bdups!ŨGbodz Cfbsũ!)GjsfFzf-!3125*/!Ifu!gpsnfmf!tufnqspdft!jo!

de Oekraïne was ten tijde van de aanval naar verluidt exclusief gebaseerd op papier en een handmatige verificatie 

daarvan. Desalniettemin kan een dergelijke aanval de legitimiteit van het verkiezingsproces in de ogen van (bepaalde 

groepen) burgers schaden, wat derhalve ook het primaire oogmerk kan zijn van een aanvaller (NATO CCD COE 

Publications, 2015). 

 

In januari van dit jaar is de hack van het Democratische Nationale Comité (DNC) in de Verenigde Staten door de CIA, FBI 

en NSA publiekelijk geattribueerd aan de Russische militaire inlichtingendienst (General Staff Main Intelligence 

Directorate). Gezamenlijk hebben deze diensten met een hoge mate van vertrouwen geconcludeerd dat de DNC-hack 

onderdeel uitmaakte van een bredere campagne om het publieke vertrouwen in het democratische proces in de 

Verenigde Staten te ondermijnen. Deze campagne was gebaseerd op een strategie waarin geheime 

inlichtingenoperaties werden vermengd met openlijke inspanningen door Russische overheidsdiensten, staatsmedia en 

derden zoals betaalde sociale media gebruikers (Office of the Director of National Intelligence, 2017).  

 

Gevraagd naar de attributie aan Rusland van de DNC-ibdl!iffgu!qsftjefou!Pcbnb!hftufme!ebu!Ũpo!b!sfhvmbs!cbtjt-!uifz!

try to influence elections in Fvspqfũ!)Ofx!Zpsl!Ujnft-!3127*/!Ef{f!jogpsnbujf!jt!joejdbujef dat aanvallers potentieel 

belang kunnen hebben bij het verstoren of anderszins beïnvloedden van (de gepercipieerde legitimiteit van) het 

verkiezingsproces in Nederland. Actoren van vermoedelijk Russische oorsprong zijn niet de enige actoren die belang 

kunnen hebben bij het verkrijgen van inzicht in of zelfs het beïnvloedden van (de gepercipieerde legitimiteit van) 

verkiezingen in andere landen.  

 

                                                             
13 See page 4: https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2017/03/02/rapport-%CB%9Donderzoek-osv-en-proces-

rapportage%CB%9D/rapport-%CB%9Donderzoek-osv-en-proces-rapportage%CB%9D.pdf  

https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2017/03/02/rapport-%CB%9Donderzoek-osv-en-proces-rapportage%CB%9D/rapport-%CB%9Donderzoek-osv-en-proces-rapportage%CB%9D.pdf
https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2017/03/02/rapport-%CB%9Donderzoek-osv-en-proces-rapportage%CB%9D/rapport-%CB%9Donderzoek-osv-en-proces-rapportage%CB%9D.pdf
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Tussen 1960 en 2006 zou in meer dan 120 nationale verkiezingen in 66 landen gepoogd zijn de uitkomst van de 

verkiezingen te beïnvloedden door buitenlandse mogendheden (Corstange, 2012). De relatief recente opkomst en 

prevalentie van digitale hulpmiddelen, die hierin op enigerlei wijze een rol kunnen spelen, biedt aanvallers in dat kader 

een veelvoud aan mogelijkheden. Daarnaast toont de publiek beschikbare informatie aan dat andere actoren in context 

van democratische verkiezingen een doelwit kunnen zijn, waaronder individuele politieke partijen of kandidaten 

(inclusief hun privésfeer), zoals ook is gebleken in de aanloop naar de Amerikaanse presidentsverkiezingen in 2016. 

Verder kan onzorgvuldige berichtgeving door media, bijvoorbeeld op basis van een onvolledig beeld of onjuiste 

informatie, de gepercipieerde legitimiteit van democratische verkiezingen (abusievelijk) negatief beïnvloedden. 

 

Gegeven het geschetste dreigingsbeeld en belang van de integriteit van de formele verkiezingsuitslag is het aan te 

raden om de assume breach en defense in depth principes toe te passen. Uit het assume breach principe volgt dat 

rekening gehouden moet worden met de mogelijkheid dat één of meerdere willekeurige componenten op enig 

moment gecompromitteerd kunnen worden. Defense in depth houdt in dat, zelfs indien één of meer componenten 

gecompromitteerd worden, het proces van het aggregeren van de stemmen voldoende weerbaar is tegen aanvallen 

door aanvullende technische of procedurele maatregelen. Dit kunnen aanvullende preventieve maatregelen zijn, maar 

het kunnen nadrukkelijk ook aanvullende detectieve en responsieve maatregelen betreffen. 

 

Uit het dreigingsbeeld dat van toepassing is op (het gebruik van) OSV blijkt dat rekening moet worden gehouden met 

statelijke actoren die belang kunnen hebben bij het verstoren of anderszins beïnvloedden van (de gepercipieerde 

legitimiteit van) het democratische verkiezingsproces in Nederland. Gegeven het belang van de integriteit van het 

verkiezingsproces zou ernaar gestreefd behoren te worden dat het compromitteren van systemen van individuele 

stembureaus (PSB, HSB, CSB) er niet toe zou mogen leiden dat de verkiezingsuitslag ongemerkt beïnvloed zou kunnen 

worden.ũ 

2.1 Uisfbu!bdupst 

Some of the threat actors that might want to influence the upcoming elections: 

 

1. Foreign intelligence agencies that want to gain political influence in The Netherlands. 

2. Candidates that want to run for office in their own municipality. 

3. Drugs criminals that want to gain access to the local council. 

4. Opportunistic or bribed system administrators or OSV end-users at municipalities. 

5. All personel that has access to air-gapped OSV network 

6. Political activists. 

7. Cyber terrorists that want to disrupt the trust in the Dutch elections by obviously manipulating election results. 
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2.1.1 Foreign intelligence agencies 

The Fox IT security report from 2017 about OSV states14: 

 

¶ Ũ\//^!Vju!ef!bobmztf!wbo!het dreigingsbeeld dat van toepassing is voor (het gebruik van) OSV, blijkt dat rekening 

gehouden moet worden met statelijke actoren die belang kunnen hebben bij het beïnvloeden van (de gepercipieerde 

legitimiteit) van het democratische verkiezingsproces in Nederland. [..] \//^ũ 

 

Some of the reason why foreign intelligence agencies might want to influence the upcoming elections could be: 

 

1. Influencing the referendum that will be held. The referendum will be held about if it is a good idea that the Dutch 

intelligence agencies are allowed to intercept wired data traffic (also called the drag law by opponents). Dutch 

intelligence agencies have acquired this new power recently. Big internet cables from overseas enter Europe via 

Amsterdam. Dutch intelligence agencjft!bsf!opx!bmmpxfe!up!joufsdfqu!usbggjd!gspn!uiftf!dbcmft!jo!dfsubjo!tdfobsjpŦt/ 

This is not good news for foreign hostile countries. Their traffic will also be intercepted and analysed in the future. 

2. Get political influence in major Dutch cities such as Amsterdam, Den Haag, Rotterdam and Utrecht. These cities alone 

have around 2.4 million inhabitants in total15. That is 14% of the Dutch population16. 

2.1.2 Opportunistic or bribed system administrators or OSV end-users at municipalities 

System administrators at municipalities have full control over the local OSV network and computers. They need this kind of 

access to install the OSV server and setup the network. There is no four-eyed procedure implemented here. They can easily 

install software on the OSV server that manipulates the OSV database on the server after users have entered votes into the 

database. This fraud can go unnoticed as OSV output is trusted after two people have entered the vote totals in the system. 

After the attack the system administrator can whipe all his traces. 

 

Opportunistic or bribed OSV end-users 

OSV end-users that have to fill in vote totals in OSV have fysical access to the OSV network and connected devices. They could 

install hardware keyloggers to gain access to the other OSV users, such as the administrator account of OSV. They could also 

connect a SIM card enabled hardware device with 3G/4G connection to the offline OSV network to connect the network to the 

internet. With access to the OSV network they could also exploit unpatched software vulnerabilities in the OSV server to gain 

access to it. 

 

Actual case of insider threat in 2008 

In 2008 a man was sentenced by court in The Netherlands for election fraud in 2006 with a voting computer in the 

municipality of Landerd in the municipal elections17. The manipulation was done very obviously and could therefor be easily 

detected.  

  

                                                             
14 See page 4: https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2017/03/02/rapport-%CB%9Donderzoek-osv-en-proces-

rapportage%CB%9D/rapport-%CB%9Donderzoek-osv-en-proces-rapportage%CB%9D.pdf  

15 2,363,722 inhabitants to be exactly, see: https://nl.wikipedia.org/wiki/Lijst_van_grootste_gemeenten_in_Nederland  

16 Total estimated inhabitants by CBS in The Netherlands is 17,203,411 on February 20, 2018, see https://www.cbs.nl/nl-nl/visualisaties/bevolkingsteller  

17 See: https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHSHE:2008:BC2171  

https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2017/03/02/rapport-%CB%9Donderzoek-osv-en-proces-rapportage%CB%9D/rapport-%CB%9Donderzoek-osv-en-proces-rapportage%CB%9D.pdf
https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/rapporten/2017/03/02/rapport-%CB%9Donderzoek-osv-en-proces-rapportage%CB%9D/rapport-%CB%9Donderzoek-osv-en-proces-rapportage%CB%9D.pdf
https://nl.wikipedia.org/wiki/Lijst_van_grootste_gemeenten_in_Nederland
https://www.cbs.nl/nl-nl/visualisaties/bevolkingsteller
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHSHE:2008:BC2171
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2.2 Ibdlfst!dbo!pomz!cf!dbudife!voujm!4!npouit!bgufs!bo!fmfdujpo 

According to Dutch law18, evidence of an election has to be destroyed three months after it was held. Election fraud can 

therefor only be properly detected untill three months after an election. Afterwards, all paper votes and all the official paper 

vote reports must be deleted. Most companies take over six months to detect a data breach19. The timeframe to catch hackers 

is very short. 

 

 

                                                             
18 See Election Law (Kieswet) article N 12 point 3 and article O 5 point 2: 

http://wetten.overheid.nl/jci1.3:c:BWBR0004627&afdeling=II&hoofdstuk=N&paragraaf=1&artikel=N_12&z=2017-12-01&g=2017-12-01  

19 See: http://www.zdnet.com/article/businesses-take-over-six-months-to-detect-data-breaches/  

http://wetten.overheid.nl/jci1.3:c:BWBR0004627&afdeling=II&hoofdstuk=N&paragraaf=1&artikel=N_12&z=2017-12-01&g=2017-12-01
http://www.zdnet.com/article/businesses-take-over-six-months-to-detect-data-breaches/
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3 Sfuftujoh!fyjtujoh!gpvoe!wvmofsbcjmjujft 

On January 30, 2017 Sijmen Ruwhof published on his weblog a detailed technical analysis of all the weaknesses he found in 

OSV P4 and P520. A retest has been performed to see if the findings mentioned on his weblog were resolved in the latest 

version of OSV. The following table lists each finding and the retest result:  

 

ID  Vulnerability found in 2017 
  Situation is 2018: 

  Reflection on current situation 

See 

chapter 

Retest 

result 

Risk 

rating 

1 Optional final paper audit. After RTL News went live with the reseach 

about OSV insecurity, OSV output was not 

trusted anymore in the 2017 election. The 

totalization process was manually performed 

by the municipalities. After the elections, the 

Electoral Council has processed the security 

recommendations made by Fox IT and released 

a new OSV version for the upcoming elections. 

OSV is claimed to be secure again by the 

Electoral Council and thus the manual 

totalization effort is not required anymore by 

municipalities. The paper totalization process is 

not mandatory again. 

4.1.1 Reopend Critical 

4 The voting software-application can be 

installed on any computer. 

The Electoral Council published new security 

recommendations in 2017 that municipalities 

should enforce. If this policy is implemented 

correctly is not checked and enforced by OSV 

and not audited by the Electoral Council. 

4.1.11,  

4.1.12, 

4.4.1 

Unsolved High 

7 Voting software allows skipping SHA1 check. OSV allows in some cases to skip the SHA256 

validation by not enforcing the user the enter 

the full SHA256 code. 

4.1.19 Unsolved High 

22 No automatic SHA1 hash check is in place for 

XML files stored on the computer. 

Nothing has changed since last year and no 

automated OSV integrity checks are in place.  

4.1.2, 

4.1.18 

Unsolved High 

33 The integrity of the software is hard to 

validate, and even optional. 

1. The integrity of OSV installation files is 

now much more easier to validate, but 

still optional for system administrators at 

municipalities.  

2. The integrity of OSV is only checked once, 

when installing it. The integrity of the OSV 

server is not validated again when the 

election is over.  

3. The German company behind OSV could 

be compromised by a nation state and a 

4.5.1, 

4.1.10, 

4.5.1 

Partially 

solved 

High 

                                                             
20 See: https://sijmen.ruwhof.net/weblog/1166-how-to-hack-the-upcoming-dutch-elections  

https://sijmen.ruwhof.net/weblog/1166-how-to-hack-the-upcoming-dutch-elections
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hard to find backdoor could be included in 

OSV.  

9 The voting software stores voting results in 

an unencrypted XML file. 

This is still the case. But as the XML file is not 

transferred via USB stick anymore, it only 

resides on the OSV server itself. Still easy to 

tamper with if an adversary as gained access to 
the OSV server. Risk rating downgraded to 

medium.  

4.1.18 Unsolved High 

Medium 

23 Voting results are sent via an unencrypted e-

mail over the internet. 

Nothing has changed in and this is still on-

going practice. The voting results are only send 

by mail for archive purposes. Risk rating 

downgraded to medium. 

4.1.17 Unsolved High 

Medium 

3 The voting-software initial installs a web 

tfswfs!po!uif!vtfsŦt!dpnqvufs/!Vtfst!ibwf!up!

open a web browser before they can use the 

voting-software. 

   4.1.11,  

4.1.12 

Unsolved Medium 

18 No password strength policy is in place. OSV now shows how strong a given password 

is, but allows one letter passwords to be set. 

Fox IT has also reported this vulnerability. 

4.1.22 Unsolved Medium 

19 The Java session identifier is visible in the 

internet address. 

Nothing has changed. Fox IT has also reported 

this vulnerability. 

4.1.5 Unsolved Medium 

20 Instructor uses Windows administrator 

account instead of low privileged account. 

The software allows this. 

Still recommended practice by OSV 

documentation. 

 Unsolved Medium 

21 Software saves high integrity XML files into a 

public location on the computer. 

 

  Unsolved Medium 

27 It is partly open source. The OSV P4 and P5 software is semi public. It is 

not downloadable on www.kiesraad.nl and a 

CD-ROM should be manually requested.  

 

There is no transparency on what exact 

operating system and network infrastructure is 

used to host OSV on in hopefully air-gapped 

networks at municipalities. 

4.1.11, 

4.1.12, 

4.4.1 

Unsolved Medium 

28 A cross-site scripting vulnerability was found. Nothing has changed. More cross-site scripting 

vulnerabilities have been found. 

4.1.20 Unsolved Medium 

30 No intrusion detection systems are active. Nothing has changed. 4.1.9 Unsolved Medium 

24 Most sensitive operations in voting software 

have least SHA1 protection 

When uploading an EML file that contains 

voting totals, then OSV makes the user enter 

eight charakters of the SHA256 code, not the 

full SHA256 code. 

 Partially 

solved 

High 

Medium 

25 Internet connected computers. Municipalities are now much better instructed 

that internet access is not allowed. The OSV 

server keeps running even is an internet 

4.1.15 Partially 

solved 

 

High 

Medium 

http://www.kiesraad.nl/
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connection is present however. OSV does not 

enforce this security policy.  

5 The browser for the election software 

connects to a local host via an unsecured 

HTTP connection. 

 4.1.23 Partially 

solved 

Medium 

12 The architect designed the system, but it 

seems that this person does not review the 

generated (security) documentation about it. 

OSV is now accompanied with security 

documentation. This documentation is 

however limited. 

 Partially 

solved 

Medium 

14 Custom USB sticks can be used, and these 

sticks can be loaded with malicious software. 
Fmfdujpo!sftvmut!xpoŦu!cf!usbotgerred by USB 

sticks anymore to the Electoral Council for 

election determination. 

 

The Electoral Council receives however USB 

sticks from political parties to receive 

candidate lists.  

4.4.2 Partially 

solved 

Medium 

26 No IT security expert was consulted when 

building this software. 

Fox-IT was hired in January 2017 by the 

Electoral Council, but was not hired again to 

retest the new OSV version. 

 Partially 

solved 

Medium 

29 Logs are not collected on a central server and 

thus easy to tamper with. 

Logs are not collected on a central server and 

thus easy to tamper with. 

System administrators are instructed to 

download all EML and log files and burn them 

onto a CD-ROM and store it locally for 90 days. 

2.1.2 Partially 

solved 

Medium 

31 No experienced ethical hacker has reviewed 

the software. 

Fox-IT was hired in January 2017 by the 

Fmfdupsbm!Dpvodjm-!cvu!xbtoŦu!ijsfe!bhbjo!up!

retest the new OSV version. 

 Partially 

solved 

Medium 

15 Web browser automatically completes user 

passwords on a shared computer. 

In the newest OSV version the login form has 

the autocomplete=off  setting set and thus 

this finding can be closed. 

 

It should be noted that modern browsers 

automatically complete passwords and ignore 

the autocomplete=off  setting. If a OSV 

client computer is used by multiple people 

under the same operating system user 

account, then this risk is still there. 

 Solved Medium 

17 A non-personal user account is used. The OSV administrator account is still named 
osv . 

  

4.1.30 Unsolved Low 

2 Eight internal network shares (from an 

internal server called Amsterdam) are visible 

in a YouTube video. 

The YouTube video found in 2017 has been 

removed by the Electoral Council. 

 

A new YouTube video has been found in which 

internal network shares from IVU are shown. 

4.5.3 Reopend Very 

low 
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6 Instructor skips important SHA1 check in 

YouTube video. 

The YouTube video has been removed by the 

Electoral Council. 

 Solved High 

8 The insecure, old and deprecated SHA1 hash 

algorithm is used everywhere in the software. 

The SHA1 hash algorithm has been changed by 

SHA256. 

 Solved High 

10 PDF file with SHA1 hash code is stored next to 

corresponding XML file it has to protect. 

Fmfdujpo!sftvmut!xpoŦu!cf!usbotgfssfe!cz!VTC!

sticks anymore to the Electoral Council for 
election determination. 

 Solved Medium 

11 The voting software / instructor does not 

mention that PDF files should be printed, nor 

enforces you to manually delete generated 

PDF files. 

Fmfdujpo!sftvmut!xpoŦu!cf!usbotgfssfe!cz!VTC!

sticks anymore to the Electoral Council for 

election determination. 

 Solved Medium 

13 Non-encrypted USB sticks are used. Fmfdujpo!sftvmut!xpoŦu!cf!usbotgfssfd by USB 

sticks anymore to the Electoral Council for 

election determination. 

 Solved High 

16 Instructor uses three letter password. The YouTube video has been removed by the 

Electoral Council. 

 Solved Medium 

32 No security test reports are available. Fox-IT was hired in January 2017 by the 

Fmfdupsbm!Dpvodjm-!cvu!xbtoŦu!ijsfe!bhbjo!up!

retest the new OSV version. The complete Fox 

IT report from 2017 was published by the 

Electoral Council on their website. 

 Solved Medium 

 

Statistics about solved findings: 

 

 Status Total findings 

Total vulnerabilities unsolved 16 

Total vulnerabilities partly solved 9 

Total vulnerabilities solved 8 

 

There are 25 open security risks after the retest (all unsolved and partly solved findings): 

 

Total findings Risk 

1 Critical 

4 High 

18 Medium 
1 Low 

1 Very low 

 

 

file:///X:/Dropbox/Files/Secundity/Relatie/Pointlogic/VPN%20inlog/Bevindingenlijst%20v1.0.html
file:///X:/Dropbox/Files/Secundity/Relatie/Pointlogic/VPN%20inlog/Bevindingenlijst%20v1.0.html
file:///X:/Dropbox/Files/Secundity/Relatie/Pointlogic/VPN%20inlog/Bevindingenlijst%20v1.0.html
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4 Mjtu!pg!jefoujgjfe!tfdvsjuz!sjtlt 

This this chapter all existing and newly identified security risks in OSV P4 and P5 are documented. 

4.1 Jo!PTW!tfswfs!boe!dmjfout 

4.1.1 Critial: OSV prints paper that will become leading 

RTL News found out that the Electoral Council and municipalities silently trusted OSV output again and will use it to calculate 

who will win the upcoming elections on March 21, 2018. This renewed trust in OSV was also not validated by an independent 

respectable cyber security firm. The Electoral Council did not hire Fox IT again in 2018 to check if all major security risks were 

properly solved in the new OSV version made by IVU.  

 

After election day on March 22, 2018, civil servants from the central vote office of a municipality will enter vote totals from 

polling stations into OSV (see chapter 4.1.1). OSV will totalize all vote totals per candidate and generate a PDF file that contains 

the election result that has to be printed (a so-called N11 and O3 document). The printed election result becomes official and trusted 

ťqbqfs!that is in the leadŦ/!Ju!xjmm!opu be manually validated by civil servants as OSV is trusted to be unhackable again.  

 

Impact 

If someone hacks the OSV server, then this person can manipulate votes by changing votes stored in the OSV database and in 

the PDF files stored on the server that have to be printed. 

 

Recommendation 

Do not trust output from OSV again. Use OSV to only validate votes counted manually. History shows that exclusive manual 

aggregation of vote totals is error-prone21, and exclusive digital aggregation of vote totals is vulnerable to manipulation by 

sophisticated attackers22. 

 

OSV can be usefull however, even to strengthen the security of an election. All vote totals for each candidate from a political 

party should be manually totalized by the central vote office of a municipality. Afterwards, the vote totals as calculated by each 

independent polling station in a municipality should be entered into OSV. OSV should also totalize all vote totals and calculate 

who won the election. OSV output should be used to verify if the manual totalization is done properly and without mistakes.  

 

Untrusting OSV and manually totalizing vote totals takes a couple more days to perform, but eliminates all the risks that our 

election can be hacked by manipulating vote totals. Waiting a couple more days on the election outcome is nothing compared 

to the impact if the election gets hacked. Official paper vote total reports of municipalities should be manually be filled in by 

civil servants based on the manual calculated vote totals. OSV prints should never be used as official documents anymore. The 

cyber security of OSV is of much less importance if its output is distrusted. 

 

                                                             
21 See news story from June 13, 2017: https://www.trouw.nl/home/veel-stemmen-verkeerd-geteld-bij-kamerverkiezingen~ab6e2a02/  

   See news story from March 28, 2017: https://www.rtlnieuws.nl/nederland/politiek/van-alles-misgegaan-bij-optellen-stemmen-verkiezingen  

22 As proven by RTL News and Sijmen Ruwhof on January 30, 2017 and by Fox IT in their report published on March 3, 2017. 

https://www.trouw.nl/home/veel-stemmen-verkeerd-geteld-bij-kamerverkiezingen~ab6e2a02/
https://www.rtlnieuws.nl/nederland/politiek/van-alles-misgegaan-bij-optellen-stemmen-verkiezingen
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4.1.2 High: OSV database can be easily modified and votes can be changed  

The file \ jboss - 4.2.3.GA \ server \ osv \ deploy \ derby - ds.xml  on the OSV server contains the database login 
credentials of the Derby database server that is used by OSV P4 and P5: 

 

Opening the Derby database 

By installing SQuirrel SQL Client on the OSV server it was possible to connect to the Derby database OSV uses: 

 

With user APP and with no password (see also chapter 4.1.16) given it was possible to open the OSV database: 
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OSV database tables  

OSV uses the APP database. This database has the following tables: 

 

Passwords are securely stored  

Fox IT made a finding that passwords were insecure stored by OSV. This finding seems to be soled as passwords are now 

properly salted before storing them into database table ANWENDER.  
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Manipulating votes  

When OSV users have entered vote totals into OSV P4, these totals are then stored in the STIMMEN column in the 

STIMMERGEBNIS table. To test if votes could be manipulated in the database, the referendum definition was loaded in P4 

that will be used by the Electoral Council.  For Groningen the total votes entered into OSV against the new law were 8, and 2 

people would agree with the law in the test scenario. After entering the vote totals in the OSV interface, the vote totals could 

be easily found in the STIMMERGEBNIS table. The 8 votes were changed via SQuirrel SQL Client to 5 votes against the law, 

and 5 votes that agree with the law to see if OSV would notice this manipulation: 

 
 
  












































































































